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physical or mental health of the in-
dividual or information relating to
the provision of care or payment for
that care.” Covered entities include:

e Health care providers who
conduct certain transactions
electronically.

e Health care information
clearinghouses (organizations
that take health data in one
format, re-format it, and send
it to other organizations).
These organizations would
include PPO networks and
billing services for health care
providers.

e Employer group health plans
and health insurance carriers.

ARRA added business associates to
the list of organizations considered
covered entities. Business associ-
ates are organizations that need PHI
to perform a function on behalf of a
covered entity. Covered entities
secure contracts with business as-
sociates specifying how the business
associate will use the PHI and how
the business associate will protect
it.

The Privacy Rules address how cov-
ered entities must safeqguard PHI in
any form. While the rules specify
many steps organizations must take
to comply, the overall goals of the
Privacy Rule are as follows:

e To safequard PHI so it is used
and disclosed only as HIPAA
rules allow. Under no circum-
stances should PHI be used for
any employment-related
decisions.

e To issue a privacy notice
explaining their policies on
using and safequarding PHI.

e To create formal policies and
procedures on how PHI is used
and disclosed, train workforce
members on how to handle

this information and designate
the person responsible for
compliance.

e To secure PHI so that it is
available only to those autho-
rized to view or use it.

HIPAA Security Rules outline the
steps a covered entity must take to
safequard electronic protected
health information (EPHI); HITECH
does not alter these basic rules. The
overall goals of
the Security Rules
require covered
entities to:

e (reate
reasonable
and appro-
priate
safeguards to
protect the
confidentiality, availability and
integrity of electronic pro-
tected health information.

e Take actions to protect against
threats to data security, such as
viruses, worms and malicious
code.

e Adopt safequards to protect
against unauthorized use or
disclosure of electronically
protected health information.

¢ Take administrative steps to
ensure the workforce complies,
such as training and reminders
about security provisions.

The new breach requirements now
define “secured PHI” and present an-
other layer of security actions you
may take to prevent breaches of this
information:

¢ Using technology that can
render PHI or EPHI unusable,
unreadable or indecipherable.

e DHHS indicated that only two
methods for securing data may
be considered a safe harbor and
any data secured in the

following manners will
generally be considered
“secured PHI":

> Encryption of EPHI that
would be considered
consistent with require-
ments of the National
Institute of Standards and
Technology (NIST). The
preamble actually divides
the encryption require-
ments as it pertains to
“data at rest”
and “data in
motion”. The
NIST encryption
guidance for
data at rest can
be found in
Special Publica-
tion 800-111.
The NIST
encryption
guidance for
data in motion can be
found in several Special
Publications: 800-52, 800-
77, 800-113. All of these
Special Publications can be
found at the NIST website
at http://csrc.nist.gov/
publications/PubsSPs.html.
The regulations note that
the encryption keys must
be kept on a separate
device from the data that
they encrypt or decrypt.

> Destruction of EHPI or PHI
which means the data is
completely destroyed in
one of the following ways:

= Paper, film or other
hard copy media is
shredded or destroyed
such that PHI cannot
be read or recon-
structed. The pre-
amble specifies that
redaction is specifi-
cally excluded as a
means of data destruc-
tion.

Continued on Page 3




= Electronic media has
been cleared, purged,
or destroyed consis-
tent with the NIST
Special Publication
800-88 Guidelines for
Media Sanitation.

e Your IT Department should
work with HR to determine if
encryption is a feasible and

The broad scope of the breach defi-
nition is concerning for covered en-
tities, so in the latest round of quid-
ance, the DHHS adopted a “harm
threshold”, which simply means that
the compromise in the security or
privacy of PHI that poses a signifi-
cant risk of financial, reputational
or other harm to an individual would
constitute a breach. An impermis-

sible disclosure

Volume Twelve, Issue Ten October 2009, Page 3

> Obtain satisfactory assur-
ances that the PHI is not
being used or disclosed
further and will be returned
or destroyed?

> Request the unintended
recipient sign a confidenti-
ality agreement affirming
the information will not be
further disclosed?
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of PHI to make sure it is being
thoroughly destroyed.

The new notification requirements
apply to only unsecured PHI and
only in certain situations. If you
have a potential breach of secured
information, notification is not re-
quired because by definition, even
with a potential breach the infor-
mation is unusable, unreadable or
indecipherable.

potential harm. What's more, you
must document this risk analysis.
Consider the following questions as
part of the risk assessment:

*  Who improperly used or
disclosed the PHI? If PHI
was improperly disclosed, to
whom was it disclosed? For
example:

> If PHI was impermissibly
disclosed to another entity

ferred the PHI; therefore,
the group health plan
assesses a low harm
potential.

DHHS has assigned tight
time frames for breach
notifications. You can take
some time to try to recover
a stolen laptop, but you
cannot delay notification
beyond the DHHS
timeframe.

subject to HIPAA's Privacy o
and Security Rules, the
potential harm is fairly
low, because the other

What type of information was
impermissibly disclosed?

Breach Considerations For example:

A breach is defined as “acquisition, > The disclosed information

access, use or disclosure of PHI in
an impermissible manner which com-
promises the security or privacy of
the PHI.” This definition is very
broad and the only exception ap-
plies to “limited data sets.” Most
employers did not focus on limited
data sets when working through
HIPAA compliance, primarily be-
cause limited data sets are used in
research. A limited data set ex-
cludes 16 direct identifiers for the
PHI. Breach rules do not apply to
limited data sets that also exclude
date of birth and zip code informa-
tion.

organization is also
required to protect the
information.

> If the disclosure was made
to an organization not
subject to HIPAA, the
potential harm is consider-
ably higher.

*  Were immediate steps taken
to mitigate harm? For
example, did you:

> Take immediate steps to
significantly reduce or
even eliminate the poten-
tial risk entirely?

can include a name and
information that the person
recently had an inpatient
hospital stay. This informa-
tion in and of itself does
not necessarily harm a
person’s finances or
reputation.

However, if more detailed
information is released,
such as enough personal
information to allow
identity theft or the fact
the inpatient stay was a
drug rehabilitation clinic,

Continued on Page 4
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this type of information
has real potential to do
financial or reputational
harm and should be
elevated to the level of
breach.

This risk as-
sessment can
help you de-
cide what po-
tential harm
the impermis-
sible release of
PHI may cause.
The rules adopt
a “no harm, no
foul” approach to breaches. If there
is a low risk of harm, then you need
to document the situation and ana-
lyze the risk, but you do not need
to notify anyone else.

If the risk assessment reveals a po-
tential for moderate or likely harm,
then you must evaluate the situa-
tion one last time to see if it meets
any of the three following excep-
tions to the definition of a breach:

1. A workforce member uninten-
tionally acquires, accesses or
uses PHI. Remember
workforce members are
employees designated in a
firewall document as members
of your health plan workforce.
To be considered unintention-
ally acquired, the PHI must
have been released under the
authority of the covered entity
or the group health plan, must
have been released in good
faith and within the scope of
the workforce member’s
authority and must not have
caused any additional imper-
missible use or disclosures.

For example, an HR employee
in the payroll department
might have accidentally
received an e-mail about a
plan participant’s claim that
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was intended for the Vice
President of Human Resources.
The payroll department
employee immediately realizes
that the e-mail was sent to the
wrong person. The employee
notifies the sender and deletes
the e-mail.
Because the
employee’s
access to the
PHI was
unintentional
and made in
good faith, it
does not
constitute a
breach situation.
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2. An authorized person inadvert-
ently discloses PHI to an
authorized person in another
area at the covered entity or
business associate. This
situation occurs when the other
person is not specifically
authorized to access the PHI.
The other person must not use
or disclose the PHI any further.

For example, a workforce
member dealing with claim
questions reveals PHI to
another workforce member
dealing with enrollment but
not involved in claim issues.
The employee who handles
enrollment should not have
knowledge about a specific
medical condition of any
employee. You need to ensure
the PHI is not further used or
disclosed in any way that
would violate the Privacy Rule.

3. A covered entity or a business
associate inadvertently
discloses PHI in a good faith
belief that the unauthorized
person receiving the PHI would
not be able to reasonably
retain such information. For
example, an employee hands a
claim form containing PHI to
another employee by mistake,
realizes the mistake quickly,

and recovers the PHI from the
unauthorized individual.

Employers have the burden of proof
to demonstrate the breach situation
met one of the listed exceptions.
The employer should retain all docu-
mentation demonstrating the situ-
ation met a listed exception.

Once the employer determines:

1. The PHI was unsecured.

2. The disclosure had a moderate
to high potential to cause
financial or personal harm.

3. The disclosure failed to meet
one of the three noted excep-
tions.

Then the employer has a breach that
they need to provide specific noti-
fication to the individuals affected,
the DHHS and potentially the me-
dia.

Individual Notifications

DHHS recognizes that once a poten-
tial breach is discovered, it may take
some time to investigate the situa-
tion. However, they recognize that
plan participants should receive
timely notice of the breach situa-
tion, especially in situations where
there is a potential to cause finan-
cial or reputational harm.

Covered entities are required to send
individuals affected notification of
the breach, without an unreason-
able delay but in no case any later
than 60 days following the discov-
ery of the breach. A breach is con-
sidered “discovered” at the point the
breach is known to any person at
the covered entity except the indi-
vidual committing the breach or at
the point the breach would have
been known if the covered entity
had been exercising reasonable dili-
gence.

Continued on Page 5




If the breach is committed by a
business associate or a subcontrac-
tor, it is deemed discovered once
the business associate obtains
knowledge of the breach. It will
be important for all covered enti-
ties to specify in their business as-
sociate contracts a reasonable time
frame for reporting breaches to the
covered entity. The covered entity
will be responsible for the notifi-
cation process so the business
associate’s notification should be
timely to ensure the covered en-
tity has time to provide notices.

The 60 days is an outer limit. If
you can reasonably notify the em-
ployee sooner, you are expected to
do so. The 60 days gives you time
to investigate the specifics as ex-
plained in the previous sections. It
also allows time to identify which
plan participants’ information may
have been released in error. If, af-
ter investigating, you find no
breach has occurred, no notifica-
tions are necessary.

Once the covered entity identifies
the individuals affected or believed
to be affected by the breach, the
covered entity must send an indi-
vidual notification that includes the
following information:

e A brief description of what
happened, including the actual
date of the breach and the
date the breach was discov-
ered.

e A description of the types of
PHI involved, such as date of
birth, social security numbers,
claim information and so on.
The description is meant to be
general and describe the
categories of information
disclosed. Your organization
should not include the actual
specific data, such as the
actual social security number.

e Steps they should take in order
to protect themselves from
potential harm caused by the
breach.

e Description of what you are
doing to investigate the
breach, mitigate the harm and
protect against any future
breaches of PHI.

This notice must be written in plain
English and can be delivered in ei-
ther of these two acceptable meth-
ods:

¢ First class mail delivered to the
last known address.

e Electronic delivery if the
employee has agreed to that
method.

If the employee is deceased, send
the notice to
the next of kin
or personal
representative
if possible. In
urgent situa-
tions, the DHHS
recommends
immediate con-
tact via the
phone or an-
other more immediate communica-
tion channel. In these situations,
the immediate contact does not re-
place the actual notice requirement
and covered entities are expected
to follow up with the written no-
tice.

If you do not have enough informa-
tion to contact some of the people
affected or the post office returns
some notices as undeliverable, you
can’t simply ignore these people. In-
stead, you need to notify them in
another way:

e If the group health plan
identifies fewer than 10
individuals that were affected
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by the breach but the em-
ployer does not have enough
information to provide the
notification, the employer can
choose an alternative means of
contacting the individuals,
such as via the telephone.

e If 10 or more individuals were
affected by the breach but the
employer does not have
enough information to provide
the notification, the covered
entity must conspicuously
post a notice on the
organization’s website or
provide a conspicuous notice
in the local media (either a
print media or broadcast
media). The covered entity
must establish an 800 number
individuals can call with any
questions about the breach
and that number must be

effective for at

least 90 days.

This process is
referred to as pro-
viding a “substi-
tute notice.” No-
tifying the media
in this case ap-
plies only when
you do not have enough informa-
tion to properly notify 10 or more
affected individuals. It is not the
same as the media notice discussed
in the next section.

Media Notifications

In addition to notifying the people
affected, in certain circumstances,
you may be required to notify the
media as well. The media notifica-
tion applies only if the breach af-
fects more than 500 residents of a
state or jurisdiction (including the
District of Columbia, the Common-
wealth of Puerto Rico, the Virgin
Islands and Guam). Covered enti-
ties must notify a media outlet

Continued on Page 6
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prominent in the area where the
people affected live.

Covered entities must notify the me-
dia within 60 days after discover-
ing the breach. Again the 60 day
time frame is the outer limit. Gen-
erally, the information given to the
media will be the same information
given to the individual.

The requlations do not define a
“prominent media outlet.” You have
the freedom to determine the promi-
nent media outlet, which may be a
local newspaper, local news show,
or even several newspapers. In most
cases the media notice will simply
be a press release.

According to the regulations, me-
dia notice is not necessary in the
following examples:

e A breach affects 1,000 plan
participants scattered across
the country, but 200 are in
California, 400 are in Colorado
and 400 are in Florida. The
media notice is not necessary
because the breach did not
affect 500 people in the same
state or jurisdiction.

e A breach happens at a business
associate and it affects the
participants of more than one
covered entity; for example,
the breach affects a total of
800 people but they are
employees of four different
entities. The media notice is
not necessary since the breach
does not affect 500 people
from one covered entity. For
the breach regulations to have
applied, the breach must have
affected 500 people from the
same covered entity in the
same state or jurisdiction.

While notifying the media may seem
daunting, very few breach situations
will actually require this step.

DHHS Notifications

When a breach has occurred, cov-
ered entities must notify the Depart-
ment of Health and Human Services
(DHHS). DHHS has created a process
to report breaches. The DHHS just
activated the breach notification
site. More details can be found at
http://www.hhs.gov/ocr/privacy/
hipaa/administrative/breach
notificationrule/brinstruction.html.

The DHHS reporting process differs
depending on the number of people
affected or believed to be affected
by the breach.

> Submit the details of these
smaller breaches within 60
days of the start of the
calendar year.

HIPAA record keeping rules require
covered entities to keep all breach-
related documents for six years.

Law Enforcement Delay

The only permissible delay in any
of these notice requirements is a
delay requested by a law enforce-
ment official. In this case, be sure
to require a written request from

the law en-

o Ifthe forcement of-
breach ficial stating
affects 500 P the reason and
or more — | the time pe-
people, riod for the
you must delay.
notify
DHHS : 2 If you cannot
immedi- “ obtain a writ-
ately: ten request for

> The 500 individuals are not
required to be in the same
state or jurisdiction for
this threshold to apply.
For example, suppose the
breach affects 600 people
total, 100 people in six
different states. Although
the media notice would not
apply, the notice to DHHS
would still apply because
the breach affected over
500 people.

> You must notify DHHS
within 60 days.

e If the breach affects fewer than
500 employees, you must still
report the breach, but you will
need to report these smaller
breaches only once a year:

> Keep an annual log of
breaches affecting fewer
than 500 people. The log
should describe the details
of the incident.

the delay, document the identity of
the official and the reason for the
request. The maximum time frame
for a delay that is not confirmed in
writing is 30 days. If the law en-
forcement official requests a delay
of more than 30 days, that official
needs to provide the covered entity
a written request for the delay.

Action Plan

The new breach requirements cer-
tainly seem overwhelming at first
glance; however, a well developed
process will help you investigate
possible breaches and notify the
people involved.

All group health plans should de-
velop a procedures manual employ-
ers can use to determine whether a
breach has occurred and when and

Continued on Page 7
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whom to notify. Make sure your
process includes the following
steps:

1. Determine whether the
disclosed PHI falls under the
definition of secure PHI. Your
procedures manual should
define secured and unsecured
PHI. If the PHI is indeed
considered secured, verify in
writing PHI or EPHI did indeed
meet the safe harbor require-
ments. No further notifica-
tions are required when the
PHI is considered secured.

2. If the PHI was unsecured, your
health plan will need to
investigate to determine
whether the breach poses a
significant risk to the
individual’s finances or
reputation or causes other
harm. Create a tool to keep in
your procedures manual to
help document the answers to
key questions the DHHS would
like investigated as part of a
risk assessment:

> Who
used or
disclosed
the PHI
improp-
erly and
to whom
was the
informa-
tion
disclosed?

> Were
immediate steps taken to
mitigate harm?

> Was the impermissibly
disclosed PHI returned
before it was accessed?

> What information was
impermissibly disclosed?

If the risk assessment shows a
low risk for harm, your
organization needs to docu-
ment the incident and keep

written records of the risk
analysis showing a low risk
level. You do not need to
provide any further notifica-
tions.

. If the risk level is high or

moderate, you need to
determine whether the breach
falls into one of the three
permissible exceptions listed
below:

> Any unintentional acquisi-
tion, access or use of PHI
by workforce member.

> Any inadvertent disclosure
of PHI by a person who is
authorized to access PHI at
a covered entity or a
business associate to
another person with
authorized to access PHI at
the covered entity or
business associate.

> An inadvertent disclosure
of PHI in a situation where
a covered entity or a
business associate has a
good faith belief that the
unauthorized person to
who PHI was
disclosed
would not be
able to
reasonable
retain such
information.

These three
situations
are excep-
tions to the
breach rules.
If any one of the situations
describes your breach, you
need to document the situa-
tion, but no additional
notifications are necessary.

. If the risk level is high or

moderate, and the situation
was not one of the three
exceptions permitted by the
rules, then your organization

needs to identify anyone
affected by the breach.

5. Your procedures manual

should specifically detail each
notification requirement:

* Individual notice: Be-
cause you must notify
anyone affected within 60
days after you discover the
breach, be sure to note the
date. Each breach situa-
tion will likely be unique,
making it difficult to
create a notice template.
However, it does make
sense to create a sample
notice with the specific
information any notice
must include:

> Briefly describe what
happened, including
the actual date of the
breach and the date
the breach was
discovered.

> Describe the types of
PHI involved, such as
date of birth, social
security numbers,
claim information and
SO on.

> List the steps people
should take in order to
protect themselves
from potential harm
related to the breach.

> Describe what you are
doing to investigate
the breach, to mitigate
harm and to protect
against any future
breaches of PHI.

Keep copies of the notices
you send. If you send the
notice electronically, you
should have on file a
record of the individual’s
permission to deliver
information in this way.
Keep track of employees

Continued on Page 8
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with no contact informa-
tion or notices returned as
undeliverable. For these
people, you will need to
provide some sort of
substitute notice. Include
in the procedures manual
the acceptable substitute
notices. Depending on
how many people do not
have current contact
information, you may use
an alternative method of
communication or a public
notice on your website or
in the media.

* Media Notice: The media
notice will apply only in a
few situations. Your
procedures manual should
include the requirements
for those rare instances.
You should also include a
sample press release
containing the same
information stated in the
individual notice. Again it
is important to keep a
record of your media
notices.

e DHHS Notice: Your
procedures manual should
include the requirements
for an immediate notice to
PHIs (500 or more indi-
viduals affected) and the
requirements for the
annual notice. Put a
follow-up in your schedul-
ing system for January 15
each year to remind you to

complete the annual notice
to DHHS. More details can
be found at http://
www.hhs.gov/ocr/privacy/
hipaa/administrative/
breachnotificationrule/
brinstruction.html.

6. Create a breach binder either in
hard copy or electronically to
maintain
records of
every
potential
breach
incident
and the
investiga-
tion and
outcomes.
It makes
sense to maintain a binder for
each calendar year so it
coincides with reporting
requirements to the DHHS. In
addition, it will help your
organization in maintaining
records for the six-year
required time frame. It is
critical to retain documents
proving your organization
investigated all breach or
potential breach situations.

7. Revisit your business associate
contracts. Business associates
are also directly responsible for
complying with the Privacy
and Security Rules. Under the
breach rules covered entities
are ultimately responsible for
providing the required notices
and conducting a risk analysis

of breach situations. You can
delegate this responsibility to
the business associate, but if
the business associate does not
provide proper notice or does
not conduct a thorough risk
analysis, your organization
will be responsible. Your
business associate contract
should include
the timing for
notifying you
about a potential
breach, the
willingness to
participate in an
investigation and
risk analysis of
the situation and
any assistance
the business associate will
provide for the notification
process.

The key right now is to create a
breach procedures manual ensuring
your organization investigates the
breach properly, analyzes the risk
thoroughly and notifies the people
affected promptly. Because the DHHS
recognizes as soon as technology is
released it is almost out of date, it
will issue annual updates on accept-
able methods for securing data.

If you have any questions about this
Benefit Advisor, please contact your
McGraw Wentworth Account Man-
ager. MW
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