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In This Issue

In the second issue of our two
part series addressing the HIPAA
Privacy Rule, we provided an
overview of the basic provisions
under the Privacy Rule. In this
second issue of our two part
series, we address what employ-
ers who sponsor group Health
Plans must do to comply with the
Privacy Rule. We also propose
an action plan for compliance,
discuss non-compliance penal-
ties and provide additional re-
sources.

We welcome your comments and
suggestions regarding this issue
of our technical bulletin. For
more information on this Ben-
efit Advisor, please contact your
Account Manager or visit the
McGraw Wentworth website at

wwuw. mcmwwentworth. COom.

February 2003

“HIPAA - Part 2

The Privacy Rule contemplates that
employers who sponsor group health
plans may gain access to the Pro-
tected Health Information (PHI) of
their employees and their employ-
ees’ dependents by virtue of this role.
Protecting employee PHI from mis-
use by employ-

ComING To A HEALTH PLAN NEAR You

the plan sponsor must certify it
will not use PHI for any employ-
ment-related purposes or with
respect to any other benefit plan.

e Ensure that any agents of subcon-
tractors to whom it provides PHI
will agree to the

ers is an over-
riding concern
of the Privacy
Rule. Instead of
binding em-
ployers through
a Business Asso-
ciate agreement
or directly nam-

same restrictions.

e Report to the
group health plan
any impermissible
use or disclose of
which the em-
ployer becomes
aware.

e Allow partici-

ing them as a
Covered Entity, the Privacy Rule im-
poses specific obligations and limi-
tations on the employer as a health
plan sponsor.

Group health plan administrators, in-
surers or HMOs that provide benefits
with respect to a plan may only dis-
close PHI to the employer that spon-
sors the group health plan if the em-
ployer takes certain steps. The steps
are as follows:

1. Certification: The plan sponsor
must certify to the group health plan
administrator, insurer or HMO that
the plan sponsor agrees to:

* Prohibit the use or disclosurer
of PHI other than as permitted
by the plan documents or
required by law. Specifically,

pants and benefi-
ciaries the right to access and
amend the PHI and make available
to them an accounting of the
plan’s disclosures of PHI as
provided in the Rule.

e Make its books and records
available to the Secretary of DHHS
to determine compliance.

e Return, if feasible, all PHI received
from its group health plan when
no longer needed.

2. Amend Plan Documents: The plan
document must be amended to:

¢ Identify the permitted and
required uses and disclosures of
PHI by the plan sponsor.

Continued on Page 2
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e Require the plan sponsor for receiving complaints and Covered Entity or its Business
certify that it has agreed to responding to questions Associates.
the conditions listed above. regarding the privacy policies

¢ Not intimidate, threaten,
discriminate or retaliate
against anyone exercising
their rights under the Rule.

(including questions on the
Notice of Privacy Policies and
Practices described in point

¢ Identify those employees or
classes of employees to whom
PHI may be disclosed for

purposes of payment and below). For example, a Covered Entity
health care operations in the e Train and document training of may not condition the
ordinary course of plan all members of its workforce payment or the provision of
operations. on policies and procedures benefits on a person’s agree-

. . T regarding PHI by April 14, ment to waive his or her rights
Restrict the plan administra 2003 (April 14, 2004 for small to file complaints.

tive functions

performed by hea_lth plans). » Institute and document
Training must -
the plan also be policies and procedures to
sponsor to rovided comply with the Rule and
those persons aithin N other laws taking into account
identified in the entity's size and PHI-
reasonable L . ..
the plan . related activities. Provisions
time after new . -
document. members bedin for changing policies are
g addressed in the Rule.
e Set forth an work and
effective within a * Retain documentation for six
mechanism reasonable (6) years from date of creation
for resolving any instances of time after any material changes or date last in effect.
noncompliance by these are made to policies and
designated persons. procedure. 4. Notice of Privacy Practices and
« Have in place appropriate Procedurgs: Gropp health plans
3. Administrative Requirements: administrative, technical and Lnf}zzgre:v;%ilf2“;;25;?2?2?1322'
As Covered Entities, group health physical safeguards to protect . e v
. . rivacy of PHL. Practices (the “Notice”). The No-
plans must comply with the Pri- P y . . .
vacy Rule’s administrative require- i intai tice must include a description of
ments. unless the aroup health plan * Institute an'd n}a.}nta.m a the uses and disclosures of PHI that
meetslthe exce tigon (ﬁscussedpbe- process for 1nd1v1d_uals to make may be made by the group health
low. If not I;ou health olans complaints 1:eg,ard1n.§] 'the plan, and of the individual’s rights
mus.t' + group P Covered Entity’s POhCl?S and and the health plan’s legal duties
) pltocedures and comphancg regarding the use and disclosure of
_ with the Rule. Al complaints PHL The health plan’s actual use
?Iflﬁii ;cﬁtd;ﬁlogﬁi?i d * Apply and document sanctions prac}ices set forth iq the health
rc?cedures Thg R against workers who violate plan’s Notice. The Notice also must
g : : id y N privacy policies and the Rule. include a statement that disclosures
esignate and document the - of PHI will be to the plan sponsor.
designation of a contact e Mitigate harmful effects of
person or office responsible violations of the Rule by the The Notice must be available to any-
one upon request and must be pro-

vided by group health plans to per-
NOTABLE QUOTE sons covered by the plan; on en-

rollment to new enrollees; and

“EMBRACE CHANGE. IT’S GOING TO HAPPEN  Within 60 days of a material revi-

sion to the Notice. In addition, the

WHETHER YOU LIKE IT OR NOT..”  Notice must be provided at least

OpETTE POLLAR, WRITER Continued on Page 3
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once every three (3) years. The
plan must notify persons covered
by the plan of the availability of
the Notice and how to obtain it. A
Notice provided under an insurance
policy is sufficient if provided to
the named insured. Further, the
August 2002 Final Modifications
provide that health plans may, but
are not required to, seek an
acknowledgement of receipt of the
Notice from the individual. The
acknowledgement can be the
individual's signature on the Notice
or a separate written document.

5. Minimizing the Privacy Rule
Burden for Group Health Plans:
The Preamble to the August 2002
Final Modifications expressly state
that plan sponsors of group health
plans may avoid the administrative
burdens listed under “Administra-
tive Requirements” above and the
Notice requirements under “Notice
of Privacy Practices and Proce-
dures” above, but only if:

e The group health plan is fully
insured, and

e No PHI, other than Summary
Health Information or that
permitted for enrollment/
disenrollment, is ever pro-
vided to the plan sponsor by
the insurer or HMO that
provides benefits under the
group health plan. Summary
Health Information is informa-
tion that summarizes claims
history, claims expenses or
the types of claims experi-
enced by individuals who have
received plan benefits and
excludes a list of identifying
factors provided by the
Privacy Rule. The Summary
Health Information must only
be provided to plan sponsors
for the limited purposes of
soliciting premium bids on
health insurance or amending
or terminating the plan. Also,
the plan documents need not

FuN FaAcTs
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“MICHIGAN WAS THE FIRST STATE TO HAVE

be amended for enrollment/
disenrollment information to
be shared.

The Rule anticipates that a plan
sponsor will receive PHI from the
insurer or HMO in the normal course
of business and thus requires the
employer/plan sponsor to make a
certification to
the insurer and
HMO (see “Certi-
fication” section
above), and to
have the plan
amended to con-
form to the re-
quirements of the
Privacy Rule (see
“Amend Plan
Documents” section above). These
requirements in practice contrac-
tually obligate the employer to use
or disclose PHI received from the
insurer or HMO only as permitted
by the Rule (as in a Business Asso-
ciate agreement). If the employer
has pledged not to receive any PHI
from the insurer or HMO, it would
appear that the employer need not
comply with the requirements listed
under “Certification” above and
“Amend Plan Documents” above.
Unfortunately, there is no express
statement to that effect in the Pri-
vacy Rule.

Employers/plan sponsors should be
aware that this is a very narrow
exception. Employers with fully
insured plans often receive regular
reports about participants’ claims
experience and other cost data
about their plans. An employer

ROADSIDE PICNIC TABLES.”

would have to significantly limit the
amount and type of information it
could receive about its group health
plans in order to fall within this ex-
ception to the Privacy Rule require-
ments. Moreover, many employees
will call the employer's human re-
sources or benefits office asking for
help in getting claims processed, fa-
cilitating medical
services or some
other “ombuds-
man” role. The
ability to per-
form these func-
tions may be se-
verely limited if
the group health
plan is to remain
within the excep-
tion. Employers will have to do a
careful cost-benefit analysis about
how and whether it will be advan-
tageous to try to fit within the ex-
ception or to comply with the re-
quirements of the Privacy Rule.

Restrictions on Group
Health Plans

Group health plans may not:

¢ Permit an insurer or HMO to
disclose the PHI of plan
participants and beneficiaries
unless consistent with the
above limitations, and

¢ Disclose the PHI of plan
participants and beneficiaries
to the plan sponsor for
employment-related decisions

Continued on Page 4
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or in connection with any
other benefit or employee
benefit plan of the sponsor.

Group health plans, however, may
disclose PHI of plan participants and
beneficiaries to the plan sponsor to
perform plan administrative func-
tions, but only if consistent with
the above limitations. For example,
the employer’s group health plan
may disclose PHI only to those per-
sons identified in the plan docu-

ment.

Develop a Compliance

Action Plan

To plan for compliance with the
Rule, it will be necessary, of course,
for employers/plan sponsors to be
familiar with its requirements.
While many employers/plan spon-
sors already have in place policies
and procedures governing the con-
fidentiality of PHI, compliance with

the Rule will re-
quire reviewing
existing policies,
procedures and
practices and
modifying them
as necessary to
comply with the
Rule. The fol-
lowing are steps
we recommend
for this process:

Tih,
»

R V%

e Assemble a HIPAA Compliance

Team.

* Assess your current practices
on how the PHI of employees
and their dependents is
currently obtained, filed,
stored and used.

e Determine the following:

» What systems, both
electronic and paper, are
involved with the creation,
maintenance and transfer of

PHI?

\'@‘f”

» Who has access to those
systems?

» What security currently
exists with respect to those
systems?

» What policies and proce-
dures currently exist with
respect to maintaining the
confidentiality of the
information on those
systems?

Review and revise plan docu-
ments.

Review all health/medical care
insurance coverages, including
stop-loss or reinsurance
policies. Determine whether it
is possible and cost effective to
meet the exception for fully
insured plans.

Restructure human resources or
benefits department to ensure
that only certain specified
individuals or groups of
individuals with responsibility
for plan admin-
‘ istration have
access to PHI of
plan partici-
pants and
beneficiaries.
Privacy policies,
d training
F programs and
o disciplinary
mechanisms will
have to be developed for these
individuals.

Review current procedures for
maintaining employee records
containing medical information
(i.e., PHI), and, if necessary,
revise procedures to ensure
that such information cannot
be used in employment-related
decisions and for information.

Review all plan-related rela-
tionships to determine if
Business Associate agreements

are needed. Renegotiate
contracts where necessary.

Review enrollment and
disenrollment practices.

Review all computer systems
involved in plan administration
to ensure that the plan
complies with HIPAA's elec-
tronic transaction standards.

Create or revise certain forms
and documents, including:

> Business Associate agree-
ments or the addition of
“Business Associate”
provisions to current and
new contracts. (A compre-
hensive review of all
current contracts and
contracting practices with
respect to your health plan
is required.)

» Notice of Privacy Practices
and Procedures.

» Authorizations.

> Requests for restrictions on
use and disclosure of PHI.

> Requests for confidential
communications.

> Requests for access to PHI,
to amend PHI and for
accountings of prior
disclosures of PHI.

If the exception for fully
insured plans cannot apply,
then adopt the following
administrative procedures:

» Appoint a privacy official.

» Appoint a contact person
to receive complaints.

» Develop training programs
for all personnel who might
access PHI.

» Adopt technical, adminis-
trative and physical privacy
safeguards.

Continued on Page 5




» Establish an internal
complaint process for
handling allegations of
improper use and disclo-
sure of PHI.

> Establish sanctions for
violations of the estab-
lished policies and prac-
tices.

» Monitor the need for and
implement Business
Associate Agreements.

¢ Do not ignore state law
privacy and confidentiality
requirements. The Federal
Rule sets national minimum
standards, but allows states to
impose more stringent
requirements. Employers will
need to assess the privacy
requirements, if any, imposed
by state law on all aspects of
their health plan’s operations
in all states in which they do
business.

Penalties for Non-
Compliance

Failure to comply with provisions
of the Privacy Rule can result in both
civil and criminal penalties.

Civil penalties will be handled by
the Office of Civil Rights. The civil
penalties range from $100 per vio-
lation or up to $25,000 for all vio-
lations for a single Privacy standard
per calendar.

The criminal penalties are more sig-
nificant.  Criminal penalties are
handled by the Department of Jus-
tice. The criminal penalties include
monetary damages and possible im-
prisonment. The penalty depends
upon the degree of the infraction.
For “knowing” violations, fines can
be up to $50,000 and/or one year
of imprisonment. For crimes com-
mitted under “false pretenses,” fines

NotaBLE QUOTE
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“THE REPUTATION OF A THOUSAND YEARS MAY BE
DETERMINED BY THE CONDUCT OF ONE HOUR.”

can be assessed up to $100,000 and/
or up to 5 years of imprisonment.
For crimes committed with the in-
tent to sell, transfer or use PHI for
commercial advantages, personal
gain or malicious harm, fines can be
imposed up to $250,000 and up to
10 years of imprisonment.

Additional Resources

Several websites are available to an-
swer your questions and provide in-
formation regarding the Privacy
Rule. Please see the table below.

Conclusion

The compliance deadline for large
group health plans is drawing near.
However, all organizations really
need to begin taking steps to form a
privacy policy and establish privacy
administrative practices.

SITE ADDRESS

htip /Avww hhs govocrhpaa

JAPANESE PROVERB

Some of your compliance steps will
depend on how your health care
vendors develop their policies. For
example, to ensure each subscriber’s
privacy, Blue Cross Blue Shield will
not release any PHI on experience-
rated, fully insured groups. You
need, however, to determine how
you receive PHI and how you handle
PHI currently to develop a compli-
ance plan.

Please contact your Account Direc-
tor or Account Manager with any
questions.MW

Article written by:

Nicole D. Bogard, Esq.
Honigman Miller Schwartz and
Cohn LLP

Continued on Page 6

DESCRIPTION

The m ah govemm entw ebsie devoted

com plance w ih the Privacy Ruk.

htp /ivww m cgraww entw orth com

Ourwebsie has a PDF fie ofthe August14,

2002 Fedem1R egsterthatoutines the Fhal
Privacy R eguhtbns.

htip:/aspe os dhhs govAdm nsinp

Thi & the Deparm entofH ealth and Hum an

Sewres websie Drthe Adm hstate
S in plfcaton m andates ofH IPAA .

htip :/vww healthprivacy org

Thi websie provies a summ ary ofeach
state s prvacy statutes; sekctthe State
Statutes opton.
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This technical bulletin has been written by attorneys at Honigman Miller Schwartz and Cohn LLP in con-
junction with consultants and account managers at McGraw Wentworth. This McGraw Wentworth Advisor
is written solely to provide useful information, and is not intended to be, nor does it constitute, legal advice.
Before implementing any welfare or pension benefit program, employers are urged to consult with their
benefits advisors and/or legal counsel for advice that is appropriate to their specific circumstances.
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